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Introduction

• Keith Webb is a committee member for the IRM’s Financial Services Special Interest Group (FS SIG)

• Since August 2014, Keith has worked at Xcina Consulting Limited where he is the Director of Consulting, Business Risk and 
where he specialises in business risk consulting for financial services firms

• Keith has over 25 years’ relevant work experience, mainly in senior internal audit roles, in wholesale financial services with 
major international firms, working mostly in the UK, continental Europe and the USA

• Keith worked for Chase Manhattan Bank (and then JPMorgan Chase after many acquisitions), National Australia Bank and 
Swiss Re before joining Xcina Consulting

• Keith has significant knowledge of trading products and corporate finance services, risk management functions, middle-
office and back-office support functions within banking and other financial services

• Keith has detailed experience including: business strategies; risk analysis; controls development; technical expertise; 
annual planning; business risk assessments; and specific skills transfer among team members

• During his career, Keith has interacted frequently with bank regulators including: the Bank of England’s Financial Market 
Infrastructure Directorate (FMID); the Financial Conduct Authority (UK); the Office of the Comptroller of the Currency 
(OCC) (USA); and the Australian Prudential Regulation Authority (APRA)
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Special Interest Groups and 
Regional Interest Groups –

introducing the FS SIG
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General information about SIGs and RIGs

• The IRM sponsors a wide range of Special Interest Groups (SIGs) and Regional Interest Groups (RIGs)

• These Groups are intended to allow their members to explore shared topics of interest with other technical specialists 

across industries and geographies

• Some of the 16 current Special Interest Groups are sector-specific (e.g. financial services, infrastructure and charities) 

while others cover broader topics (e.g. climate change, cyber and operational risk).

• IRM Members are welcome to join as many groups as they like

• The Groups provide members with specific forums to develop their knowledge, apply their knowledge, build a network, 

exchange views and share best practice with their peers
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Purpose and objectives of the FS SIG

Purpose

• Support networking within the wider risk management community for IRM members

• Provide continuing professional development (CPD) opportunities for IRM members

• Raise awareness of IRM among non-members and the wider FS community

• Promote the value of risk management and the expertise of members

Objectives

• To promote FS SIG as a credible contributor to risk management by sharing experience, best and emerging practice

• To promote partnership and collaboration between special interest groups and regional groups

• To provide personal development opportunities in the team to publish thought leadership

• To bring together risk practitioners within the financial services sector

• To provide a forum for financial services risk-specific informed debate

The SIG collaborates with the IRM and seeks partnerships with other special interest or regional groups as well as with 
institutions such as universities, trade bodies and other professional bodies.
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Development of the FS SIG

• The FS SIG was set up in 2018 and is sponsored directly by the IRM in common with all other SIGs and RIGs

• As of November 2020, there are 394 people registered as members of the FS SIG

• The FS SIG organising committee operates on a voluntary basis in line with its defined Operating Principles

• The organising committee welcomes all insights provided from experts and practitioners as well as from all members

• The FS SIG organising committee members (since April 2020) are:

• Sarah Christman (Chair)

• Darius Mayhew

• Greig Moran

• Keith Webb

• Maria Singende

• Shiva Keihaninejad
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FS SIG – recent activities during 2020

• Recent activities have inevitably been impacted by the Covid-19 pandemic and the many adjustments needed for people 
and businesses; the most recent events during 2020 did not need a central physical location for attendees

• 17 May 2020 – two articles published in The Sunday Times’s “Raconteur” section about risk management

• “Professional risk management will deliver the resilience that organisations will need to emerge and recover” by Iain 
Wright, CFIRM, Chair of the IRM

• “COVID-19 is testing the resilience of the financial services sector” by Maria Singende, IRMCert, risk manager at 
Barclays Bank, and Keith Webb, director of consulting, business risk at Xcina Consulting, speaking on behalf of the 
IRM Financial Services Special Interest Group

• 21 July 2020, 6.00 p.m. to 7.30 p.m. – webinar: “Digitalisation – Evolution or Revolution, and Survival of the Fittest”

• This webinar explored how digitalisation is a threat and opportunity to the commercial viability of financial services

• The webinar was run as a speaker panel of six people presenting on their specialist topics before an interactive set of 
questions and breakout groups

• This event was sponsored by Broadgate Search Social, In Soda we Trust and TruNarrative 

• (no date set yet; probably Q1 2021) – webinar in association with the IRM Climate Change SIG

• Working title: “Impacts and solutions: the hidden financial aspects of climate change for firms and clients”
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FS SIG’s “Raconteur” article, 17 May 2020 – a summary

• “COVID-19 is testing the resilience of the financial services sector” by Maria Singende, IRMCert, risk manager at Barclays 
Bank, and Keith Webb, director of consulting, business risk at Xcina Consulting, speaking on behalf of the IRM Financial 
Services Special Interest Group. 

• As with most other industries, COVID-19 has taken no prisoners in financial services.  The impacts are broad and varied: 
financial and crypto markets in free fall; potential widespread credit defaults; insurers potentially forking out for business 
interruption; or general resilience issues, particularly where there are dependencies on third parties, local and foreign.

• Financial services firms are continuing to support firms and individuals, albeit in a disrupted way, through transactional 
banking, savings, loans, insurance, mortgages and complex electronic payments infrastructure that together underpin 
domestic and international activities.

• COVID-19 is testing the resilience of the financial services sector. It remains vital for individual firms to assess their own 
capability and capacity for operational resilience and mitigation strategies.  Firms have activated their resilience plans, 
triggering urgent risk responses to all risks, including those for third parties which are critical dependencies for many firms.

• Key considerations include: operational resilience and business continuity; cybersecurity and data security; and continued 
regulatory compliance.  Enterprise-wide risk management frameworks in financial services firms have been instrumental in 
helping firms manage these considerations in alignment and to respond appropriately.

• Firms’ contingency scenarios may never have planned for something with so much disruptive effect.  There are significant 
changes and challenges – some shared, some specific.  Examples include: care arrangements for family, parents and 
children; remote working; virtual meetings; relative isolation; working arrangements; and working hours.
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Risk management and
impacts from Covid-19
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Risk recovery after pandemic impacts

• As we all move gradually from the initial crisis stages of the Covid-19 pandemic into adjustments and recovery mode, the 
understanding and managing of many risks is vital

• We face complex challenges for a long time; the speed of recovery is inevitably uncertain

• Individuals, companies, industry sectors and countries must all adjust to changed circumstances and updated risk 
priorities, many of which will be very specific or challenging

• Adjustments must be at different speeds to support different needs and recoveries

• Nevertheless, the underlying business risks we have always faced are still there, perhaps now with extra twists to their 
complexity and interconnectedness

• We must still analyse all of our risks and mitigate them BUT we need to do so in a post-pandemic world

• Resilience needs to always reinforce and reinvent while accepting inevitability of changes

• Consider all inter-connected risk topics and international dependencies
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Lessons learned so far

• Pandemics have been known about throughout history; they are NOT unexpected

• A pandemic is defined as an epidemic of an infectious disease that has spread across a large region, for instance multiple 
continents or worldwide, and has affected a substantial number of people 

• The most fatal pandemic in recorded history was the Black Death (also known as The Plague), which is estimated to have 
killed 75 – 200 million people in the 14th century

• Other examples include the 1918 influenza pandemic (Spanish flu), SARS in 2002-3, MERS in 2012 and Covid-19 now

• Responses during 2020 were not well-planned in many countries for various reasons

• Rapidly-evolving policy responses that have repeatedly varied between countries and organisations

• Did politicians ignore the persistent warnings of scientists and researchers?

• Did people, organisations and governments identify the many challenges AND take actions?

• Did people assume without checking that someone else might be doing something?

• Supply chains have often been unknown, undefined, untested or lacking in resilience

• Prior business continuity management (BCM) planning was not equal to this challenge
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Possible actions to take

• Be aware of everything learned and prepare for future epidemic waves

• Learn from all experiences and from all sources available to you

• Review and remodel your risk and resilience capability for the future

• Challenge all assumptions and think laterally for new ideas and solutions

• Develop and implement safe return-to-workplace plans considering overall impacts on employees and clients

• Plan for revised working approaches including changes in governance, operations and controls

• Consider the visible and invisible impacts on people; these lasting impacts will be often specific to people and may 
be physical or psychological
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Basics of risk management 
for business activities
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Business challenges to be faced

• All business opportunities also bring related challenges

• All challenges require accurate research, facts, informed independent advice, sufficient analysis and pragmatic decisions 
to mitigate the associated risks

These challenges may also raise many questions.  For example:

• How do you approach the challenges of doing business in your existing markets or new markets?

• Have you faced challenges while operating in existing markets or new markets?

• How do you address the operational risks impacting your business?

• How do you design effective controls for these risks?
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Risk management checklist

• Research your areas of relevant risks including clients and target markets

• Identify and understand all of the potential risk areas

• Assess any possible consequences of the identified potential risks

• Develop risk management strategies to mitigate these risks

• Constantly monitor and evaluate your risk mitigation plans in detail

• Adjust your risk management strategies if your monitoring suggests that you need to

• Always consult suitable professionals and specialist advice services to help you when unsure
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Basics of risk management

• Well-designed risk management should help the Board and executive management of a company to protect the assets, 
reputation and sustainability of the company

• Risk management processes should assess whether all significant risks are identified and reported by management to its 
Board and executive management

• Risk management processes should also assess whether the risks have been sufficiently controlled with effective 
governance, risk management and internal controls

• Effective risk management requires independent assessment of risks by experienced people other than those directly 
involved in operational processes including management

• Independence can be achieved using internal or external resources if a risk management framework is designed well

• An effective risk management framework needs to be reviewed frequently to always focus on the design and operational 
effectiveness of policies, procedures and processes
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Approach to effective risk management

• The first priority for risk management is always to know what the risks are

• This is especially true for complex subjects such as international commercial regulations and trade documentation

• Identify possible risks that may be faced and then weight those risks for possible likelihood, impact, velocity and 
interconnectedness

• Once identified and prioritised, the organisation should spend time with specialist advisers and independent resources to 
work out operational approaches and risk mitigation techniques

• Once risk mitigation measures have been clearly defined, they need to be tested frequently and explained to all 
employees and stakeholders impacted by the risk mitigation measures

• Plans must include employee training for important business activities and must also consider cross-training, holiday cover 
and knowledge transfer in case of departures or unavailability
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Introduction to 
operational resilience
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Introduction to operational resilience

• Operational resilience refers to the ability of organisations, infrastructures, industries and entire economic sectors to 
prevent, respond to, recover and learn from operational disruptions

• A resilient firm or a resilient economic system is one that can absorb shocks and enable its continued business operations

• Every business activity needs an approach to operational risk management that includes preventative measures and the 
capabilities to adapt and recover when things go wrong

• These capabilities are people, processes, technology and culture

• Although perhaps instinctive, a typical response is to only consider technology challenges and cyber risks; operational 
resilience is much broader in its scope and impact

• Operational resilience needs far wider consideration across ALL business activities about keeping the continuity of the 
services that firms provide regardless of the cause of disruption

November 2020 Page 20



The importance of operational resilience

Operational resilience is very important for many reasons:

• Incidents are increasingly likely in an integrated, complex and evolving services industry

• The consequences of incidents can directly impact all organisations, big and small

• Incidents impact the stability of the financial system and affect end-users as well as the reputations of individual firms 

• It is a key focus area for financial regulators on a global basis

• Operational risk activities lead to long-term competitive advantages and commercial risks but may also threaten growth 
and costs if not considered carefully
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Factors for operational resilience

• Increased competition between organisations at a time of operational disruption 

• Extra considerations when operating internationally or when outsourcing business activities to third parties 

• Technology capability, capacity and overall resilience 

• Keeping pace with business needs and changes in business environment

• Managing the skills gap in people, processes and technology 

• The impact of change and innovation 

• Unforeseen changes and disruptive events 

• Constant need for assessment, improvement, training and communication 

• Senior management responsibilities and accountabilities 

• Pressure on capital, ROE, financial capabilities, liquidity and reserves 

• Regulatory requirements and regulatory scrutiny 

• Stakeholder expectations 

Page 22November 2020



Resilience – some general ideas for actions

• Successful resilience requires proactive actions after planning across all business activities

• Remember: Noah built the ark before the rain started!

• Accept that, eventually, some or all critical systems and processes will fail 

• Plan for what to do after systems have failed

• Resilience is much more than simply standing still and facing any troubles that impact you

• Resilience must enable you to bounce forward as well as to bounce back!

• Resilience is not only what you do; it is also about who you are and what you need to be

• Think big, start small and start now

Paired actions that indicate a problem if one half of the pair is missing or ineffective:

• Controls and planned remedial actions

• Responsibilities and efficiencies

• Optimisation and innovation

• Innovation and governance
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Building a framework for operational resilience

• A clear understanding of the purpose of the organisation, its interaction with the wider market and an understanding of 
any regulators’ expectations are all key to building an effective operational resilience framework

• Risk mitigation processes are complex and time-consuming; understandably, they need to be

• A clear understanding of key business activities is vital to accurately identify the key risks and mitigation strategies to 
strengthen your business activities and operational resilience

• Significant elements of the operational resilience framework already exist; management information is available and needs 
to be re-purposed or more widely shared

• This detailed information has probably been fully identified, analysed and combined to use effectively in order to measure 
gaps and to increase operational resilience

• The data needed for the analysis includes many sources such as: operational performance; business profitability: financial 
performance; technology service delivery; HR statistics about employees and their skills; feedback from customer 
marketing surveys; and much more

• All information can be useful if viewed alone but, when put together, it provides a much more comprehensive status 
showing your organisation’s overall business condition and its readiness for operational resilience
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Any questions?
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Keith Webb
Xcina Consulting Limited

Director of Consulting, Business Risk

Office: +44 (0)20 3985 8467
Mobile: +44 (0)7943 831615

Email: keith.webb@xcinaconsulting.com
Website: www.xcinaconsulting.com

Address: 1 King William Street, London, EC4N 7AF, United Kingdom
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